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ABSTRACT

Today, the Internet world is burdened with various threats, where is generated by attackers all over the world.
One of the Internet threats is DDoS attacks. DDoS attacks can deny access made by anyone, including
authorised users, to a system. There are several types of DDoS attacks that an attacker can generate. They
include UDP flood, HTTP flood, Slowloris, TCP SYN flood and ICMP flood. This paper is prepared to propose
a technique to detect packets, whether normal packets or DDoS attacks. This technique is called Packet
Threshold Algorithm (PTA), where it is combined with several machine learning techniques for packet
classification. The PTA 1is coupled with Support Vector Machine (PTA-SVM), K-Nearest Neighbor
(PTA-KNN), Logistic Regression (PTA-LR) and Naive Bayes (PTA-NB). The combination of these techniques
is able to distinguish five packets that have been generated. They are normal packet, Ping of Death, TCP SYN
flood, Smurf and UDP flood. All techniques were tested to look at detection accuracy and false-positive rate.
Hence, the best technique is based on the highest percentage of detection accuracy with a low false-positive
rate. Thus, our study found that PTA-KNN is the best technique based on the achievement of 99.83% detection
accuracy with a 0.02% false-positive rate compared to the achievement of the other three techniques.
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