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Abstract: The increasing complexity and globalization of supply chains necessitate robust risk management 
strategies to ensure safety and resilience. Traditional risk assessment methods often fall short in dynamically 
adapting to the rapidly changing conditions and voluminous data inherent in modern supply chains. This 
study explores the potential of Artificial Intelligence (AI)-powered risk assessment to address these 
limitations in the context of Malaysia's supply chain industry. By employing AI technologies such as machine 
learning, IoT, and predictive analytics, organizations can significantly enhance their risk management 
capabilities, improving predictive accuracy, real-time monitoring, and overall operational efficiency. Through 
a qualitative analysis involving in-depth interviews with supply chain managers, AI experts, and technology 
vendors, the study identifies the strategies employed for AI integration, the perceived effectiveness of these 
technologies, and the challenges faced in implementation. The findings highlight the importance of robust 
data governance, the development of explainable AI models, and continuous skill development to overcome 
barriers related to data quality, model interpretability, and high implementation costs. The study concludes 
with recommendations for fostering a safer and more resilient logistics environment in Malaysia, emphasizing 
the need for comprehensive AI adoption frameworks and scalable solutions for small and medium-sized 
enterprises. 
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1. Introduction 
 
The increasing complexity and globalization of supply chains have made risk management a critical component 
of logistics and supply chain operations (Narayanan et al., 2024a). Traditional risk assessment methods, while 
valuable, often fall short in dynamically adapting to the rapidly changing conditions and voluminous data 
typical of modern supply chains (Mkumbo et al., 2019; Sundram et al., 2018; Selvaraju et al., 2017). This 
limitation has led to a growing interest in leveraging artificial intelligence (AI) to enhance risk assessment 
capabilities (Ivanov et al., 2019). 
 
AI technologies, including machine learning (ML) and advanced analytics, offer the potential to transform 
supply chain risk management by providing more accurate predictions, real-time insights, and automated 
decision-making processes. These technologies can analyze vast amounts of data from various sources, identify 
patterns and correlations, and predict potential disruptions and safety issues before they occur. The application 
of AI in supply chain risk assessment is expected to significantly improve the resilience and safety of logistics 
operations (Vatumalae et al., 2020; Wamba & Akter, 2019). 
 
Despite the promising capabilities of AI, its integration into supply chain risk management is not without 
challenges. Issues such as data quality, model interpretability, and the need for substantial computational 
resources pose significant hurdles. Furthermore, the complexity of supply chains requires AI systems to be 
highly adaptable and context-aware to provide reliable risk assessments (Riahi et al., 2021). 
 
The primary problem addressed in this study is the inadequacy of current risk assessment methodologies to 
effectively predict and mitigate safety issues in complex supply chain environments. Traditional approaches 
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often rely on historical data and static models that do not account for the dynamic nature of supply chains or 
the vast amounts of real-time data generated by modern logistics operations (Sivan,  Anuar, Krishnasamy, 
Bahrin, Narayanan, & Sundram, 2024a). As a result, there is a pressing need for innovative solutions that can 
enhance the accuracy and responsiveness of risk assessments (Vatumalae et al., 2022). 
 
AI-powered risk assessment has the potential to address these limitations by offering more sophisticated 
analytical capabilities and real-time processing of diverse data streams. However, the practical implementation 
of AI in supply chain safety management remains underexplored, with limited empirical evidence on its 
effectiveness and best practices for deployment. This study aims to bridge this gap by investigating how AI 
algorithms can be used to assess and manage risks in supply chains, with a focus on predicting potential safety 
issues and optimizing safety protocols. 
 
2. Literature Review 
 
Supply chain risk management (SCRM) has evolved significantly over the past few decades, driven by the 
increasing complexity and globalization of supply chains. Traditional risk management approaches, which 
often rely on historical data and static models, have been criticized for their inability to adapt to the dynamic 
nature of modern supply chains (Tang, 2006). These methods typically involve identifying potential risks, 
assessing their likelihood and impact, and implementing mitigation strategies (Christopher & Peck, 2004). 
However, the rapidly changing business environment, characterized by unpredictable disruptions such as 
natural disasters, geopolitical tensions, and pandemics, demands more agile and responsive risk management 
solutions (Ivanov et al., 2019). 
 
The Role of Artificial Intelligence in Supply Chain Management 
Artificial Intelligence (AI) has emerged as a transformative technology across various industries, including 
supply chain management. AI encompasses a range of technologies, such as machine learning (ML), natural 
language processing (NLP), and computer vision, that enable machines to learn from data and perform tasks 
that typically require human intelligence (Russell & Norvig, 2020). In the context of supply chains, AI 
applications include demand forecasting, inventory optimization, route planning, and predictive maintenance 
(Choi et al., 2018). 
 
AI's potential in enhancing supply chain risk management lies in its ability to process large volumes of data 
from diverse sources, identify patterns and correlations, and provide real-time insights. For instance, ML 
algorithms can analyze historical and real-time data to predict potential disruptions, while NLP can process 
unstructured data, such as news articles and social media posts, to identify emerging risks (Wamba & Akter, 
2019). 
 
AI-Powered Risk Assessment in Supply Chains: AI-powered risk assessment involves using AI algorithms to 
identify, evaluate, and mitigate risks in supply chains. This approach offers several advantages over traditional 
methods, including improved accuracy, real-time analysis, and the ability to handle complex and high-
dimensional data (Wang et al., 2020). 
 
Predictive Analytics and Machine Learning: Predictive analytics, powered by ML, is a key area where AI 
contributes to risk assessment. By training models on historical data, ML can predict the likelihood of future 
disruptions and their potential impact. For example, ML algorithms have been used to forecast supply chain 
disruptions caused by weather events, geopolitical tensions, and supplier failures (Papadopoulos et al., 2017). 
 
Natural Language Processing (NLP): NLP enables the processing and analysis of unstructured data, such as 
text from news articles, social media, and industry reports. This capability allows supply chain managers to 
identify emerging risks that may not be evident from structured data alone. For instance, NLP can detect early 
warning signals of geopolitical instability or changes in trade regulations that could impact supply chains 
(Kamble et al., 2020). 
 
Real-Time Monitoring and IoT Integration: The integration of AI with Internet of Things (IoT) devices 
enhances real-time monitoring and risk assessment capabilities. IoT devices generate vast amounts of data on 



Information Management and Business Review (ISSN 2220-3796) 
Vol. 16, No. 3S(a), pp. 107-114, Oct 2024 

 

109  

various aspects of supply chain operations, such as location, temperature, and humidity. AI algorithms can 
analyze this data to detect anomalies and predict potential risks, such as equipment failures or deviations from 
optimal conditions (Wang et al., 2020). 
 
Despite the promising potential of AI in supply chain risk management, several challenges and limitations need 
to be addressed. One major challenge is data quality and availability. AI algorithms require large amounts of 
high-quality data to perform effectively, but obtaining such data can be difficult due to issues such as data silos, 
inconsistencies, and privacy concerns (Riahi et al., 2021). 
 
Another challenge is model interpretability. While AI algorithms, particularly deep learning models, can 
achieve high accuracy, their decision-making processes are often opaque, making it difficult for supply chain 
managers to understand and trust their recommendations. This lack of transparency can hinder the adoption 
of AI in risk management (Guidotti et al., 2019). 
 
Additionally, the implementation of AI in supply chains requires substantial computational resources and 
technical expertise. Small and medium-sized enterprises (SMEs) may find it challenging to invest in the 
necessary infrastructure and talent to leverage AI effectively (Kamble et al., 2020). 
 
AI-powered risk assessment represents a promising frontier in supply chain risk management, offering the 
potential to enhance predictive accuracy, real-time monitoring, and overall resilience (Sundram,  Ghapar, Chew, 
&  Muhammad, 2023). However, addressing the challenges of data quality, model interpretability, and 
accessibility is essential for realizing this potential. Future research should focus on developing innovative 
solutions that overcome these barriers, paving the way for more effective and widespread adoption of AI in 
supply chain safety management (Sundram, Ghapar, Osman, Chew, & Muhammad, 2023). 
 
3. Research Methodology 
 
Conceptual Framework 
The conceptual framework for this study is grounded in the integration of AI technologies in supply chain risk 
management. The framework posits that AI can enhance supply chain safety by improving predictive 
capabilities, enabling real-time monitoring, and providing actionable insights for risk mitigation. This 
framework draws on existing literature that highlights the potential of AI in transforming traditional supply 
chain practices (Choi et al., 2018; Wamba & Akter, 2019). The framework also considers the challenges 
associated with AI implementation, such as data quality and model interpretability, as critical factors 
influencing the effectiveness of AI in supply chain risk management. 
 
Sampling 
The qualitative part of this study employs a purposive sampling strategy to select participants who are 
knowledgeable and experienced in supply chain management and AI implementation. The sample includes: 
 
Supply Chain Managers: Individuals responsible for overseeing supply chain operations and risk 
management in their organizations. 
AI Experts: Professionals with expertise in developing and implementing AI solutions in supply chains. 
Technology Vendors: Representatives from companies that provide AI and IoT solutions for supply chain 
management. A total of 6 participants were selected, ensuring a diverse representation of industries, including 
manufacturing, retail, logistics service providers, and healthcare. 
 
Data Collection 
Data was collected through in-depth semi-structured interviews. This method allows for a detailed exploration 
of participants' experiences, perspectives, and insights regarding AI-powered risk assessment in supply chains 
(Zetty et al., 2020). The interviews were conducted either in person or via video conferencing, depending on 
the participants' availability and preferences. 
 
Interview Duration: Each interview will last approximately 60 minutes, allowing for a thorough discussion of 
the topics. 
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Recording and Transcription: With participants' consent, all interviews will be audio-recorded and 
transcribed verbatim to ensure accuracy in data analysis. 
Confidentiality: Participants will be assured of the confidentiality and anonymity of their responses. Personal 
identifiers will be removed from the transcripts, and data will be stored securely. 
Interview Questions: The interview questions are designed to elicit detailed and comprehensive responses 
related to the study's objectives. The questions are open-ended to encourage participants to share their 
experiences and insights freely. 
 
AI Adoption and Implementation: 
How has your organization integrated AI into its supply chain risk management processes? 
What specific AI technologies (e.g., machine learning, IoT, predictive analytics) are being used? 
 
Challenges and Barriers: 
What challenges have you encountered in implementing AI for risk management in your supply chain? 
Can you provide examples of situations where AI has significantly enhanced supply chain safety? 
 
By employing this qualitative methodology, the study aims to gain rich (Sivan,  Anuar, Krishnasamy, Bahrin, 
Narayanan, & Sundram, 2024b), in-depth insights into the role of AI in supply chain risk management, the 
challenges faced by practitioners, and potential solutions for overcoming these challenges. 
 
4. Data Analysis 
 
Table 1: Respondent Demographics 

Respondents 
ID 

 
Role Industry 

Years of 
Experience in 
Supply Chain 

Years of 
Experience in AI 
Implementation 

1 Supply Chain 
Manager 

Manufacturing 15 5 
 

2 AI  
Expert 

Retail 10 8 

3 Technology 
Vendor 

Logistics 20 10 

4 Supply Chain 
Manager 

Healthcare 12 4 

5 AI  
Expert 

Manufacturing 8 6 

6 Technology 
Vendor 

Retail 18 7 

 
The demographic table presents a diverse group of six respondents, including two supply chain managers, two 
AI experts, and two technology vendors, all operating within various industries in Malaysia, such as 
manufacturing, retail, logistics, and healthcare. The respondents' extensive experience in supply chain 
management (ranging from 8 to 20 years) and AI implementation (ranging from 4 to 10 years) underscores 
their deep expertise in the field. However, the relatively small sample size and concentration of respondents 
from large and medium-sized companies (with only one from a small company) may limit the generalizability 
of the findings. Additionally, while the table reflects a broad representation of industries within Malaysia, the 
absence of respondents from other sectors could result in a narrow perspective. This diverse yet limited 
demographic snapshot provides valuable insights into AI-powered risk assessment in Malaysian supply chains 
but also highlights the need for broader inclusion to fully capture the impact across all industry sectors in the 
country. 
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Table 2: Data Analysis -Thematic Analysis 
Interview Question Codes Themes 

AI Adoption and Implementation 

 
How has your organization integrated AI 
into its supply chain risk management 
processes? 

Step By Sep Integration AI Integration Methods 

Pilot Testing Implementation Process 

Gradual Rollout Strategies for AI Adoption 

 
 
What specific AI technologies (e.g., 
machine learning, IoT, predictive 
analytics) are being used? 

Use of Machine Learning 
Algorithms 

AI Technologies Used 

IoT Sensors for Real-Time 
Monitoring 

 
 

Types of Technologies Predictive Analytics 
Software 
Implementation of Specific 
AI Tools 

Challenges and Barriers 
 

Can you provide examples of situations 
where AI has significantly enhanced 
supply chain safety? 

Case of Improved Hazard 
Detection 

Practical Examples 

Success in Predicting 
Disruptions 

 
Real-World Impact 

Example of Improved Safety 
Compliance 

 
 
What challenges have you encountered 
in implementing AI for risk management 
in your supply chain? 

Issues with Data Quality Implementation Challenges 

Difficulty in Interpreting AI 
Models 

 
 
Barriers to AI Adoption High Implementation Costs 

Lack of Skilled Personnel 

 
The study reveals that AI adoption in supply chain risk management reveals that organizations employ a 
structured, methodical approach to integrate AI technologies such as machine learning, IoT, and predictive 
analytics. Strategies like step-by-step integration, pilot testing, and gradual rollout are essential to manage 
complexity and mitigate risks associated with AI deployment. These methods ensure that AI tools enhance 
supply chain safety by providing advanced analytical capabilities, real-time data insights, and predictive 
modelling. The perceived effectiveness of AI is notably positive, with improvements in predictive accuracy, 
faster risk mitigation responses, increased operational efficiency, and real-time data analysis, all contributing 
to a more resilient and reliable supply chain. 
 
However, significant challenges persist, including issues with data quality, model interpretability, high 
implementation costs, and a shortage of skilled personnel (Sundram, Rajagopal,  Atikah & Subramaniam, 2018). 
These barriers can impede the full realization of AI's potential in enhancing supply chain safety. Organizations 
address these challenges through robust data governance, developing explainable AI models, regular training, 
and adopting advanced technical solutions. By overcoming these obstacles, AI can play a pivotal role in 
optimizing supply chain processes, reducing manual errors, and improving overall productivity, thereby 
significantly enhancing supply chain safety and resilience. 
 
Discussion 
The integration of Artificial Intelligence (AI) into supply chain risk management processes represents a 
transformative approach that holds significant potential for enhancing supply chain safety, particularly within 
the context of Malaysia. This study's findings highlight the structured and methodical strategies that 
organizations in Malaysia adopt to integrate AI technologies. These strategies include step-by-step integration, 
pilot testing, and gradual rollout, ensuring that AI tools are deployed effectively to enhance supply chain safety 
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through advanced analytical capabilities, real-time data insights, and predictive modeling (Ivanov et al., 2019; 
Wamba & Akter, 2019). 
 
The use of specific AI technologies such as machine learning algorithms, IoT sensors for real-time monitoring, 
and predictive analytics software illustrates the diverse technological landscape in Malaysia's supply chain 
sector. These technologies facilitate improved predictive accuracy, faster risk mitigation responses, increased 
operational efficiency, and real-time data analysis, all of which contribute to a more resilient and reliable supply 
chain (Narayanan et al., 2024a). The positive reception and perceived effectiveness of these technologies 
indicate their critical role in modernizing supply chain risk management practices (Kamble et al., 2020; Wang 
et al., 2020). 
 
However, the study also uncovers significant challenges that impede the full realization of AI's potential in 
enhancing supply chain safety. Issues related to data quality, model interpretability, high implementation costs, 
and a shortage of skilled personnel are major barriers that organizations must address. Data quality issues, for 
instance, can significantly undermine the effectiveness of AI models, leading to inaccurate predictions and 
unreliable risk assessments (Riahi et al., 2021). Similarly, the complexity and opacity of some AI models make 
it difficult for supply chain managers to interpret and trust AI-generated insights, which can hinder adoption 
and effective utilization (Guidotti et al., 2019). 
 
Addressing these challenges requires robust data governance frameworks that ensure the integrity and quality 
of data across the supply chain (Sundram, Rajagopal,  Nur Atiqah, Atikah & Appasamy, Zarina, 2018). 
Developing explainable AI models is also crucial to enhance transparency and build trust among users (Jobin 
et al., 2019). Regular training programs can help bridge the skills gap, equipping supply chain professionals 
with the necessary expertise to implement and manage AI technologies effectively. Additionally, providing 
scalable and cost-effective AI solutions can facilitate broader adoption, especially among small and medium-
sized enterprises (SMEs) that may find the financial barriers prohibitive (Al Doghan & Sundram, 2023). 
 
The findings of this study underscore the need for a comprehensive approach to integrating AI into supply 
chain risk management in Malaysia. By overcoming the identified challenges and leveraging AI's potential, 
organizations can optimize their supply chain processes, reduce manual errors, and significantly enhance 
overall productivity and safety. This approach not only aligns with global best practices but also positions 
Malaysia's supply chain sector to be more resilient and competitive in the face of evolving risks and 
uncertainties (Sivan et al., 2022). 
 
The adoption of AI-powered risk assessment in Malaysia's supply chain industry demonstrates promising 
potential to enhance safety and resilience. However, the successful realization of these benefits hinges on 
addressing critical challenges related to data quality, model interpretability, costs, and skill development. By 
implementing comprehensive data governance, developing explainable AI models, investing in continuous 
training, and providing accessible AI solutions, Malaysia can foster a safer and more efficient supply chain 
ecosystem. These efforts will contribute to sustainable growth in the logistics sector, ensuring the well-being 
of workers and the public involved in supply chain operations while aligning with global standards for safety 
and security (Othman et al., 2023). 
 
5. Conclusion and Recommendations 
 
This study highlights the significant potential of AI-powered risk assessment in enhancing the predictive 
accuracy, operational efficiency, and real-time monitoring of Malaysia's supply chains. While AI technologies 
offer transformative benefits, challenges such as data quality, model interpretability, and the high cost of 
implementation still pose barriers to their widespread adoption. Addressing these issues is essential for fully 
realizing AI's potential to improve supply chain safety and resilience. 
 
To overcome these challenges, it is crucial to implement robust data governance frameworks that ensure data 
integrity and security and develop explainable AI models that foster transparency and trust. Additionally, 
regular training programs should be established to equip supply chain professionals with the necessary skills 
to manage AI technologies effectively. Providing scalable, cost-effective AI solutions tailored to the needs of 
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small and medium-sized enterprises (SMEs) will also be key to democratizing access to these advanced tools. 
 
Continuous monitoring and periodic reassessment of AI implementations are recommended to maintain their 
effectiveness in an evolving risk landscape. Encouraging collaboration between industry players, academia, and 
government bodies can further support the adoption and optimization of AI in supply chain risk management. 
By addressing these challenges and fostering a collaborative environment, Malaysia's supply chain sector can 
enhance its resilience, safety, and global competitiveness. 
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