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The rise in fraudulent certificate cases has exposed critical vulnerabilities within 
traditional certificate verification systems. As such, the need for secure, transparent, 
and efficient methods to authenticate genuine certificates has never been more 
pressing. In response, this paper delves into the application of blockchain 
technology to address the inherent challenges of certificate fraud and elevate the 
security and effectiveness of certificate verification processes. Blockchain, renowned 
for its tamper-proof nature and decentralized architecture, offers a novel solution to 
combat certificate fraud. This research investigates the integration of blockchain 
technology into a mobile certificate verification system, presenting a 
comprehensive framework to enhance security and effectiveness. Smart contracts 
will be employed to automate the verification process. When a certificate is issued, a 
smart contract is triggered, validating the certificate against predetermined criteria. 
Automation minimizes human intervention and enhances the efficiency of 
verification. The system will be built with a solidity programming tool and Ethereum 
smart contracts before being tested on the IPTMNet, a consortium of Blockchain 
platforms led by ten Malaysian universities and Cyber Security Malaysia.  To obtain 
and verify the certificates, experimental certificates will be created, and mobile 
Android apps will be constructed. At the end of the project, actual certificates 
generated by UPTM and other KPTM branches will be embedded and confirmed in 
the Blockchain and run as a real-time system.
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ABSTRACT

ENHANCING CERTIFICATE VERIFICATION SECURITY AND EFFECTIVENESS 
THROUGH BLOCKCHAIN TECHNOLOGY: A ROBUST APPROACH TO 

MITIGATE FRAUDULENT CERTIFICATES



 
This study investigates the role of teaching entrepreneurship in English and the 
inclusivity of English as an oral communication in shaping students' entrepreneurial 
self-confidence is analysed. Recent higher learning institutions have implemented 
entrepreneurship courses that are conducted in English due to its importance as a 
language of global communication and commerce. Therefore, this study seeks to fill 
the gap in previous research about the effect of language on students' 
self-confidence. To achieve the objective, a survey was conducted among the 
students of an entrepreneurship course taught in English. A total of 133 usable 
responses were obtained and used to analyse the data. Data were analysed using 
SmartPLS 4 of Structural Equation Modelling to perform multivariate analysis. The 
results revealed that independent and mediating variables have a strong effect on 
students' entrepreneurial self-confidence. Moreover, it was established that 
including English oral communication further enhances the relationship between 
entrepreneurship courses in English and self-confidence. This research contributes 
to the existing literature by highlighting the importance of language in 
entrepreneurship education, particularly the use of English for strengthening social 
capital and networking. Thus, it is essential for entrepreneurship education courses 
to be designed reflectively in regard to several other factors which will pave the way 
for students to become successful entrepreneurs. 
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